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1. Which tool can be used for spoofing ARP packets on a network?

a) Arping

b) Wireshark
c) TCPView
d) Steganos

Answer: a) Arping

Explanation: Arping is a tool used for sending ARP (Address Resolution Protocol) requests and
can be utilized for ARP spoofing attacks.

2. Which tool is commonly used for footprinting and gathering information about domain
names and IP addresses?

a) Angry IP Scanner

b) Steganography Merge Streams
¢) Whois

d) Jolt2

Answer: c) Whois

Explanation: Whois is a command-line tool used to query domain registration information and
gather details about domain names and IP addresses.

3. Which tool is used for scanning network vulnerabilities by sending specially crafted
packets to target hosts?
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a) IP Scanner
b) Wireshark
¢) HPing2

d) StegSpy

Answer: c) HPing2

Explanation: HPing2 is a command-line tool used for network scanning and testing, including
vulnerability scanning by sending customized packets to target hosts.

4. Which tool is specifically used for enumerating NetBIOS information from a network?

a) Net Tools Suite Pack
b) NetView Tool

¢) Tcpdump

d) FSMax

Answer: b) NetView Tool

Explanation: NetView Tool is used for NetBIOS enumeration, which involves gathering
information about shares, users, and other resources on a network.

5. Which category of tools is used for hiding data within other data, like concealing messages
within images?

a) Steganography

b) Spoofing
c¢) Trojans Detection
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d) Denial-of-Service

Answer: a) Steganography

Explanation: Steganography tools enable users to hide messages or data within other files,
such as images, audio, or video files.

6. Which tool is commonly used for detecting trojans and backdoor processes running on a
system?

a) Arping

b) TCPView

c) Look@LAN
d) Steganalysis

Answer: b) TCPView

Explanation: TCPView is a tool used for monitoring TCP and UDP activity on a Windows
system and can help detect suspicious processes associated with trojans or backdoors.

7. Which tool is used for capturing and analyzing network packets?

a) Netstat

b) IP Scanner

c) Wireshark

d) Angry IP Scanner

Answer: c) Wireshark
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Explanation: Wireshark is a popular network protocol analyzer used for capturing and
analyzing network packets in real-time.

8. Which tool is commonly used for performing Denial-of-Service (DoS) attacks by flooding a
target with UDP packets?

a) Jolt2

b) Steghide

c) TCPView

d) CurrPorts Tool

Answer: a) Jolt2

Explanation: Jolt2 is a tool used for conducting Denial-of-Service (DoS) attacks by flooding a
target with UDP packets, causing network or service disruption.

9. Which tool is used for detecting and analyzing steganographic content hidden within digital
media?

a) Steghide
b) Arping
c) Jolt2

d) Whois

Answer: a) Steghide

Explanation: Steghide is a steganography tool used for embedding and extracting hidden
data within digital media files, such as images or audio files.
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10. Which tool is used for scanning a LAN to discover connected devices and their respective
IP addresses?

a) Some Trouble

b) Look@LAN

c) Net Tools Suite Pack
d) Angry IP Scanner

Answer: b) Look@LAN

Explanation: Look@LAN is a LAN scanner tool used for discovering devices within a local
network and identifying their IP addresses.

11. Which tool is used for detecting and analyzing suspicious network activity related to
trojans and backdoors?

a) StegSpy

b) Process Viewer
c) Steganalysis

d) TCPView

Answer: d) TCPView

Explanation: TCPView is a tool used for monitoring TCP and UDP activity on a system and can
help detect suspicious processes associated with trojans or backdoors.

12. Which tool is commonly used for detecting and analyzing network traffic on a Linux
system?
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a) Arping

b) NetBIOS Enumeration
¢) Tcpdump

d) Steganos

Answer: ¢) Tcpdump

Explanation: Tcpdump is a command-line packet analyzer used for capturing and analyzing
network traffic on a Linux system.

13. Which tool is used for enumerating network shares and resources in a Windows
environment?

a) Wireshark

b) Look@LAN

c) NetView Tool

d) Steganography Merge Streams

Answer: c) NetView Tool

Explanation: NetView Tool is used for NetBIOS enumeration, including gathering information
about network shares and resources in a Windows environment.

14. Which tool is used for hiding secret messages within text files?
a) Angry IP Scanner

b) Steghide
¢) HPing2
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d) Global Network Inventory Scanner

Answer: b) Steghide

Explanation: Steghide is a steganography tool used for embedding secret messages within
various types of files, including text files.

15. Which tool is commonly used for scanning ports and identifying open ports on target
hosts?

a) Steganalysis
b) IP Scanner

c) StegSpy

d) Nemesy Blast

Answer: b) IP Scanner

Explanation: IP Scanner tools are used for scanning ports and identifying open ports on target
hosts, aiding in vulnerability assessment and network reconnaissance.

16. Which tool is used for detecting and analyzing network-based DoS attacks?
a) Crazy Pinger

b) Steganos

c) Tcpdump

d) Whois

Answer: ¢) Tcpdump
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Explanation: Tcpdump is a command-line packet analyzer used for capturing and analyzing
network traffic, including detecting network-based Denial-of-Service (DoS) attacks.

17. Which tool is used for analyzing steganographic content embedded within images?
a) Some Trouble

b) Steganalysis

) Arping

d) CurrPorts Tool

Answer: b) Steganalysis

Explanation: Steganalysis tools are used for detecting and analyzing steganographic content
hidden within images and other digital media files.

18. Which tool is commonly used for performing reconnaissance and footprinting on a
network?

a) Targa
b) Steganos

c) Net Tools Suite Pack
d) Nemesy Blast

Answer: c) Net Tools Suite Pack

Explanation: Net Tools Suite Pack includes various tools for performing reconnaissance,
footprinting, and network scanning tasks.
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19. Which tool is used for analyzing TCP/IP connections and identifying suspicious network
activity?

a) UDP Flood

b) TCPView

¢) Wireshark

d) Angry IP Scanner

Answer: b) TCPView

Explanation: TCPView is used for analyzing TCP/IP connections on a system and identifying
suspicious network activity, such as unauthorized connections.

20. Which tool is commonly used for conducting DoS attacks by sending ICMP echo request
packets?

a) Land and LaTierra
b) Blindside

c) FSMax

d) Process Viewer

Answer: a) Land and LaTierra

Explanation: Land and LaTierra are tools used for conducting Denial-of-Service (DoS) attacks
by sending ICMP echo request packets to the target, causing network disruption.

21. Which tool is used for identifying active TCP/IP connections on a Windows system?
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a) StegSpy

b) Netstat

c) Some Trouble
d) Steganos

Answer: b) Netstat

Explanation: Netstat is a command-line tool used for displaying active TCP/IP connections,
listening ports, and network statistics on a Windows system.

22. Which tool is commonly used for enumerating NetBIOS information from a network?
a) StegSpy

b) Look@LAN

) Arping

d) Wireshark

Answer: b) Look@LAN

Explanation: Look@LAN is used for NetBIOS enumeration, which involves gathering
information about shares, users, and other resources on a network.

23. Which tool is used for analyzing network traffic and identifying potential security threats?
a) Targa
b) Blindside

c) Angry IP Scanner
d) Wireshark
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Answer: d) Wireshark

Explanation: Wireshark is a network protocol analyzer used for capturing and analyzing
network traffic, helping to identify potential security threats and vulnerabilities.

24. Which tool is used for detecting and analyzing suspicious processes running on a system?
a) Arping
b) UDP Flood

c) Process Viewer
d) HPing2

Answer: c) Process Viewer

Explanation: Process Viewer is a tool used for detecting and analyzing suspicious processes
running on a system, which may indicate the presence of malware or unauthorized activity.

25. Which tool is commonly used for scanning network vulnerabilities by sending specially
crafted packets to target hosts?

a) Nemesy Blast
b) Steganos

¢) HPing2

d) Tcpdump
Answer: c) HPing2

Explanation: HPing2 is used for network scanning and testing, including vulnerability
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scanning by sending customized packets to target hosts.

26. Which tool is used for scanning a LAN to discover connected devices and their respective
IP addresses?

a) StegSpy
b) Tcpdump
c) Look@LAN
d) Jolt2

Answer: c) Look@LAN

Explanation: Look@LAN is a LAN scanner tool used for discovering devices within a local
network and identifying their IP addresses.

27. Which tool is commonly used for conducting DoS attacks by sending a large volume of
UDP packets to the target?

a) Crazy Pinger
b) Blindside

c) Land and LaTierra
d) Some Trouble

Answer: a) Crazy Pinger

Explanation: Crazy Pinger is used for conducting Denial-of-Service (DoS) attacks by flooding
the target with a large volume of UDP packets, causing network disruption.
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28. Which tool is used for analyzing steganographic content hidden within digital media?
a) Steganos

b) Steganalysis

c) StegSpy

d) Steghide

Answer: d) Steghide

Explanation: Steghide is used for embedding and extracting hidden data within digital media
files, such as images or audio files.

29. Which tool is commonly used for detecting trojans and backdoor processes running on a
system?

a) CurrPorts Tool
b) Wireshark

c) Nemesy Blast
d) Arping

Answer: a) CurrPorts Tool

Explanation: CurrPorts Tool is used for detecting trojans and backdoor processes running on a
system by displaying active TCP/IP connections and associated processes.

30. Which tool is used for capturing and analyzing network packets in real-time?

a) Arping
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b) Steganalysis
c) Wireshark
d) Tcpdump

Answer: c) Wireshark

Explanation: Wireshark is a network protocol analyzer used for capturing and analyzing
network packets in real-time, aiding in network troubleshooting and security analysis.
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