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Cryptography MCQs

TEST YOUR KNOWLEDGE WITH TOP MULTIPLE CHOICE QUESTIONS

#1. Which cryptographic algorithm is commonly used for digital signatures and
supports both encryption and authentication?

(1 A. RSA
A. RSA

L] B. AES
B. AES

(] C. DES
C. DES

(] D. DSA
D. DSA

(] E. HMAC
E. HMAC
#2. What is the primary purpose of a digital envelope in public-key cryptography?

(] A. Encrypt data traffic

A. Encrypt data traffic

(] B. Decrypt data traffic

B. Decrypt data traffic

] C. Sign digital certificates
C. Sign digital certificates

[] D. Generate session keys
D. Generate session keys

(] E. Authenticate users

E. Authenticate users
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#3. Which encryption algorithm operates on blocks of data and divides the
plaintext into fixed-size blocks during encryption?

] A. Stream cipher

A. Stream cipher

(] B. Block cipher

B. Block cipher

(] C. Hybrid cipher

C. Hybrid cipher

(] D. Hash function

D. Hash function

(] E. Asymmetric cipher
E. Asymmetric cipher

#4. In Diffie-Hellman key exchange, which of the following is publicly shared
between the parties but never transmitted?

(] A. Private key

A. Private key

] B. Public key

B. Public key

[] C. Session key

C. Session key

(] D. Initialization vector
D. Initialization vector

[] E. Authentication key
E. Authentication key
#5. Which cryptographic algorithm is commonly used for secure email
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communication and can be used for data encryption and digital signatures?

[]A. RSA
A. RSA

(] B. AES
B. AES

[ ] C. DES
C. DES
[]D. PGP
D. PGP

[ ] E. HMAC
E. HMAC
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infrastructure (PKI)?

[] A. Authenticate users

A. Authenticate users

[] B. Encrypt data traffic

B. Encrypt data traffic

[] C. Verify the integrity of messages
C. Verify the integrity of messages

[ ] D. Revoke compromised certificates
D. Revoke compromised certificates

[ ] E. Generate digital signatures

E. Generate digital signatures

#7. Which encryption algorithm is widely used for securing wireless networks and
is part of the WPA2 standard?

[1A. AES

A. AES

[ ] B. DES

B. DES

[ ] C.RSA

C. RSA

[ ] D. 3DES
D. 3DES

[] E. Blowfish
E. Blowfish
#8. What is the purpose of a nonce in cryptographic protocols?

] A. Random number generation
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A. Random number generation
(] B. Data Encryption

B. Data Encryption

[] C. Data Compression

C. Data Compression

(] D. Data Integrity

D. Data Integrity

[] E. Data Storage

E. Data Storage

#9. Which encryption mode ensures that the same plaintext block encrypted
multiple times produces different ciphertexts?

(] A. Electronic Codebook (ECB)
A. Electronic Codebook (ECB)

(] B. Cipher Block Chaining (CBC)
B. Cipher Block Chaining (CBC)

[] C. Cipher Feedback (CFB)

C. Cipher Feedback (CFB)

(] D. Output Feedback (OFB)

D. Output Feedback (OFB)

(] E. Counter (CTR)

E. Counter (CTR)

#10. What is the main advantage of the elliptic curve cryptography (ECC)
algorithm over traditional public-key algorithms?

[1 A. Shorter key lengths
A. Shorter key lengths
[] B. Faster computation
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B. Faster computation

[] C. Simplicity of implementation
C. Simplicity of implementation

(] D. Higher security level

D. Higher security level

L] E. Lower memory requirements
E. Lower memory requirements
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. Which type of encryption algorithm uses the same key for both encryption

and decryption and is commonly used for securing data transmission?

] A. Symmetric

A. Symmetric

[J B. Asymmetric

B. Asymmetric
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] C. Public Key
C. Public Key

(] D. Hybrid

D. Hybrid

[] E. Session Key
E. Session Key

#12. In the context of public-key cryptography, what is the purpose of the
Certificate Authority (CA)?

(] A. Encrypt data traffic

A. Encrypt data traffic

[] B. Store public keys

B. Store public keys

(] C. Verify user's identity
C. Verify user's identity

[] D. Generate private keys
D. Generate private keys

(] E. Sign digital certificates
E. Sign digital certificates

#13. Which type of encryption algorithm operates on a continuous stream of data
and is commonly used in wireless networks?

[ ] A. Symmetric stream cipher
A. Symmetric stream cipher

[ ] B. Asymmetric stream cipher
B. Asymmetric stream cipher

[] C. Symmetric block cipher

C. Symmetric block cipher
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(] D. Asymmetric block cipher

D. Asymmetric block cipher

(] E. Hash function

E. Hash function

#14. What is the purpose of a Hardware Security Module (HSM) in cryptography?

[1 A. Generate keys

A. Generate keys

[] B. Securely store keys
B. Securely store keys

[] C. Encrypt data traffic
C. Encrypt data traffic

[] D. Authenticate users
D. Authenticate users

[] E. Hashing

E. Hashing

#15. What is the process of converting ciphertext back into plaintext called in
cryptography?

[J A. Encryption
A. Encryption

(] B. Hashing

B. Hashing

[] C. Decryption
C. Decryption

[J D. Compression
D. Compression

[] E. Encoding
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Software Development and Architecture MCQ
Fuzzy Systems MCQ

Genetic Algorithms MCQ

Rough Set Theory MCQ

RL Techniques MCQs

Review of traditional networks MCQ

Study of traditional routing and transport MCQ

NoSQL MCQs Concepts, Variations, and MongoDB

Mining social Network Graphs MCQ

Mathematical Background for Cryptography MCQ

OLAP Systems MCQ

Introduction to Data& Data Mining MCQ
Supervised Learning MCQ
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Neural Network MCQs

MAC Sub layer MCQ

Network Layer MCQ

Transport Layer MCQ
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3-D Transformations MCQs

Code Generation MCQs

Code Optimization MCQs

INTRODUCTION Knowledge Management MCQs
Software Management Process MCQs

Cryptography MCQs
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Software Management Disciplines MCQs
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Sensors and Actuators MCQs

Cryptography MCQs

loT MCQs: Basics, Components, Protocols, and Applications
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Block chain application development MCQs

MCQs on Service Oriented Architecture, Web Services, and Cloud Computing

Utility Computing, Elastic Computing, Ajax MCQs

Parallel Computing MCQs
Efficient Open MP Programming MCQs

Distributed Memory parallel programming with MPI MCQs

CVIP Basics MCQs
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Region Analysis MCQs
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loT Networking & Technologies MCQs
Innovation in Business: MCQs
Automata Theory MCQs

Finite Automata MCQs

Data Base Design MCQs

Transaction Processing Concepts MCQs
Control Techniques MCQs

HADOOP MAPREDUCE MCQs

BIG DATA TOOLS AND TECHNIQUES MCQs
Pattern Recognition MCQs

Cybercrime MCQs
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79. Cyber Crime and Criminal justice MCQs
80. Electronic Evidence MCQs
81. Basics of programming MCQs
82. Decision control structure MCQs
83. Array MCQS
84. Unix/Linux MCQs
85. Introduction to Energy Science MCQs
86. Ecosystems mcqs
87. Biodiversity and its conservation MCQs
88. Fourier analysis of discrete time signals mcqs
89. State-Space Analysis, Sampling Theorem, and Signal Reconstruction mcqgs
90. Frequency domain representation of signal mcqgs
91. Frequency Domain Analysis MCQs
92. System Design and Compensation Techniques MCQs
93. State Space & Control Systems MCQs
94. Voltage Regulator MCQs
95. Discrete-Time Signals and Systems MCqgs
96. The z-Transformmcqs
97. Types of antennas mcqs
98. Aperture and slot mcqs
99. Propagation of radio waves mcqs
100. CMOQS VLSI Circuit Design MCQs
101. Specification of sequential systems mcqgs
102. Satellite Systems and Orbital Mechanics MCQs
103. MCU Overview 8096 and PIC mcgs
104. Introduction to Embedded Systems mcqgs
105. Embedded System Architecture mcqgs
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ASSISTING AND THERAPEUTIC EQUIPMENTS MCQS
Power Semiconductor Switches MCQS
Rectifiers and Thyristors MCQs

Circuit Simulation MCQs

Structured Digital Circuits and Systems MCQs
Information Theory MCQs

Coding theorem MCQs

Nanoelectronics MCQs

Scaling of physical systems MCQs

loT Essentials MCQs

loT Technologies MCQs

Stochastic Processes MCQs

Optical Fiber Basics MCQs

5G Transmission and Design Techniques MCQS
D2D and M2M Communications MCQS

Digital Image Processing MCQs

Transforms and Their Properties MCQs

Large Vocabulary Continuous Speech RecognitioN MCQS

Text-to-Speech Synthesis MCQS

Combinational logic circuits MCQS

Sequential Logic Design MCQs

Electronic Devices MCQs

Introduction to circuit theory MCQS

Interfacing Chips in Microprocessor Systems MCQS
Peripheral Devices in Computer Systems MCQS
Two-Port Networks and Matching Techniques MCQs
Passive LC Filters MCQs

Cryptography MCQs
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Miscellaneous ConstructionMaterials MCQs
Surveying &Levelling MCQS

Building Services MCQs

Architectural Principles MCQs

Review of Fluid Properties MCQs

Kinematics of Flow MCQs

Airport Planning and Geometrical Elements MCQs
Airport, Obstructions, Lightning & Traffic control MCQs
Rate Analysis MCQs

Detailed Estimates MCQs

Docks and Locks MCQS

Urban Planning MCQs

Geographic Information System MCQS

Data Models mCQs

Entrepreneurship MCQs

Motivation MCQS

Floor and Roof Construction MCQs
Earthquake-Resistant Building MCQs

Railway Track Design and Signaling MCQs

Bridge Construction Essentials MCQs

Geology, Remote Sensing, and GIS MCQs

Waste water Treatment Operations MCQs

Response to harmonic and periodic vibrations MCQS
Response to Arbitrary, Step, and Pulse Excitation MCQS
Miscellaneous Services MCQS

Basic Principles of Structural Design MCQs

Water Treatment methods MCQs

Cryptography MCQs
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Cryptography MCQs

Sewerage Systems MCQS

Prefabrication in Construction MCQs

Prefabricated Construction MCQs

Rigid pavement design MCQs

Evaluation and Strengthening of Existing Pavements MCQS
Uniform flow in open channels MCQs

Non uniform flow in open channels MCQs

Contemporary Issues & Enforcement of IPR MCQs

Concept of EIA MCQs

Inventory Models MCQs

Queueing Models MCQS

Hydrological Cycle mCQs

Hydrological Measurement MCQs

Foundations on problematic soil & Introduction to Geosynthetics MCQs
Retaining Walls and Earth Pressure MCQs

Response Spectrum MCQs

Aseismic Structural Modelling MCQS

Introduction to learning ,ANN MCQs

Concrete Structure MCQs

Integrated Water Resources Management (IWRM) Approach MCQs
Surface and Subsurface Water Systems MCQS
Fundamental Aspects of Vibrations MCQs

Damped Free Vibrations: Viscous damping MCQs

Electrical and Hydraulic Actuators MCQs

SINGLE CONDITIONING MCQs

Liquid alternative fuels MCQs

Gaseous Fuels MCQs
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#16

Display systems and anthropometric datA MCQs
Quality Management MCQs

Assembly of Elements and Matrices MCQs
Higher Order and Isoparametric Elements MCQs
Chassis & Body Engg MCQs

Steering System MCQs

Understanding Wear Mechanisms MCQs
Lubricants and Lubrication Standards MCQS
Production Systems MCQs

Work Study MCQs

Energy Management MCQs

Energy Audit MCQs

Productivity and Operations MCQs
Entrepreneurship MCQs

[] A. Encrypt data traffic
A. Encrypt data traffic

[] B. Generate keys

B. Generate keys

] C. Authenticate users

C. Authenticate users

] D. Secure email communication

D. Secure email communication

[] E. Password hashing

E. Password hashing

Cryptography MCQs

. What is the purpose of key exchange algorithms in cryptography?
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Cryptography MCQs

#17. Which encryption algorithm is commonly used for secure communication over
the internet and supports key sizes of 128, 192, or 256 bits?

L1 A. AES
A. AES
(] B. DES
B. DES
(] C. RSA
C. RSA
(] D. MD5
D. MD5
L] E. SHA
E. SHA

#18. In the Diffie-Hellman key exchange protocol, what is exchanged between the
parties to establish a shared secret key?

] A. Private keys

A. Private keys

[] B. Public keys

B. Public keys

[J C. Symmetric keys

C. Symmetric keys

[] D. Session keys

D. Session keys

[] E. Authentication keys
E. Authentication keys
#19. Which type of attack exploits the reuse of initialization vectors (IVs) in
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encryption algorithms like WEP and TKIP?

[] A. Brute Force Attack
A. Brute Force Attack

[] B. Man-in-the-Middle
B. Man-in-the-Middle

(] C. Replay Attack

C. Replay Attack

(] D. Birthday Attack

D. Birthday Attack

[] E. Collision Attack

E. Collision Attack

Cryptography MCQs

#20. What is the purpose of a nonce in cryptographic protocols?

(] A. Random number generation
A. Random number generation
(] B. Data Encryption

B. Data Encryption

(] C. Data Compression

C. Data Compression

(] D. Data Integrity

D. Data Integrity

(] E. Data Storage

E. Data Storage

Related posts:

1. Artificial Intelligence MCQS
2. Big Data MCQs

EasyExamNotes.com Cryptography MCQs


https://easyexamnotes.com/artificial-intelligence-mcqs/
https://easyexamnotes.com/big-data-mcqs/

EasyExamNotes.com

Cryptography MCQs

Computer Networks MCQs

Machine Learning MCQs

OPERATING SYSTEMS MCQ
Programming Practices MCQ
Ecosystems MCQ

Biodiversity and its conservation MCQ
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Environmental Pollution mcq

10. Graph Theory and Combinatorics MCQ

11. Relational algebra,Functions and graph theory MCQ
12. Data Structure MCQ

13. Combinational Logic MCQ

14. Sequential logic MCQ

15. Analog/Digital Conversion, Logic Gates, Multivibrators, and IC 555 MCQ
16. Polymorphism MCQ

17. Library Management System MCQ

18. Numerical Methods MCQ

19. Algorithmic Problem MCQ

20. Trees, Graphs, and NP-Completeness MCQ

21. The Software Product and Software Process MCQ
22. Computer Arithmetic MCQ

23. 1/0 Organization MCQ

24. Memory Organization MCQ

25. Input / Output MCQ

26. Operating Systems and Concurrency

27. Software Development and Architecture MCQ
28. Fuzzy Systems MCQ

29. Genetic Algorithms MCQ
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