Define routing protocols.

What are Routing Protocols?

» Routing protocols are like traffic guides for the internet. They help routers
communicate and share information so they can figure out the best paths to send data
between any two points on a network.

What do Routers do?

* Routers are like traffic cops on the internet. They direct data packets (like virtual mail)
from one router to another until they reach their final destination, which is usually a
computer.

How do Routing Algorithms Work?

 Think of routing algorithms as GPS for routers. They figure out the best routes for data
to travel. Each router only knows about the networks directly connected to it.

How is Information Shared?

» Routers share information like friendly neighbors passing notes. They start by sharing
info with nearby routers, and then this information spreads across the entire network.
This way, all routers know how the network is connected.

Why is Dynamic Adjustment Important?

* Imagine the internet as a busy road. Sometimes, roads can be closed, or there might
be traffic jams. Routing protocols are like smart GPS that can change the route if a
road is closed or a computer is not working. They help the network adapt to changes.
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Explain security interface framework.

Describe cookies and frame busting.

Discuss web server threats in details.

Describe cross-site request forgery in details.

How can we prevent CSRF attack ?

When does CSRF attack takes place ?

Write short note on cross-site scripting (XSS).

Explain different ways used to prevent XSS.

Describe XSS vulnerabilities.

What is the principle of public key cryptography ? Discuss the applications for public
key cryptography.

Difference between symmetric and asymmetric key cryptography.

What are the advantages and disadvantages of RSA ?

Write a short note on hybrid cryptosystem.

Describe briefly the term digital envelope.

Explain the digital signatures.

Describe the steps used in creating digital signature.

Write a short note on Message Digest (MD) hash function.

What are the properties and requirements for a digital signature ?

Explain the variants of digital signatures.

What is hash function ? Discuss SHA-512 with all required steps, round function and
block diagram.

What are the characteristics of SHA function ?

Discuss public key distribution. Describe the various schemes used for public key
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Discuss X.509 certificates in detail. What is the role ofX.509 certificates in
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Define routing protocols.

Discuss X.509 digital certificate format.

What do you mean by PGP ? Discuss its application.

Discuss the steps that are followed for the transmission and reception of PGP
messages.

Explain real world protocols.

List the basic terminology used in cryptography.

Discuss the functionality of S/MIME.

What is email security ?

What is an email certificate ?

What is Transport Layer Security (TLS) ?

What are the components of TLS ? Explain the working of TLS.

Explain internet protocol security (IPSec) in detail.

Write a short note on the applications of IP security.

What are the advantages of IPSec ?

What are the uses of IP security ?

Discuss components of IP Security.

Explain the working of IP Security.

Describe briefly Domain Name Server (DNS).

How DNS security works ?

Explain the DNS security threats.

Discuss measures against DNS attacks.

Explain SSL encryption. What are the steps involved inSSL server authentication ?
What is DES ? Why were double and triple DES created and what are they ?
Write short note on secret key cryptography. Also list its advantages, disadvantages
and examples.

Define internet infrastructure. What are different internet infrastructures ?
Explain the advantages and disadvantages of in TCP/IP model.
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Define routing protocols.

Give a short summary of IP protocol functions.

What are the types of routing protocols ?

Discuss the advantages and disadvantages of different routing protocols.
What do you mean by DNS ? Explain DNS rebinding attack.

How DNS rebinding work ?

Discuss the features of DNS rebinding attack.

How can we prevent DNS rebinding attack ?

Explain key management protocol

What are the advantages and disadvantages of key management protocol ?
What are the security and operational requirements forkey management protocol ?
Write a short note on VPN and tunnel mode.

Discuss link layer connection in TCP/IP model.

Write short note on firewall.

What is packet filtering firewall ? Explain its advantage and disadvantage.
Write short note on telnet.

Explain briefly fragmentation at network layer.

Write short note on proxy firewall.

Write short note on intrusion detection.

What is packet filtering firewall ? Explain its advantage and disadvantage.
What is Cyberethics?
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