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#1. What is the purpose of a Certificate Authority (CA) in the context of network
security?

(] To issue and verify...

To issue and verify...

(] To conduct DDoS attacks

To conduct DDoS attacks

[] To monitor network traffic

To monitor network traffic

[] To develop software applications
To develop software applications

[] To perform vulnerability scans
To perform vulnerability scans

#2. What is a common technique used to protect against SQL injection attacks?

(] Input validation

Input validation

[] Social engineering
Social engineering

[ ] Firewall configuration
Firewall configuration

[] Data encryption

Data encryption

[] Biometric authentication
Biometric authentication
#3. What is the main purpose of a Proxy Server in network security?

(] To act as an intermediary...
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To act as an intermediary...

[] To physically secure servers
To physically secure servers

(] To conduct DDoS attacks
To conduct DDoS attacks

[] To gather information

To gather information

[] To bypass firewalls

To bypass firewalls
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#4. Which encryption protocol is commonly used to secure web traffic?

L] HTTPS
HTTPS

L] FTP
FTP

(] SMTP
SMTP

(] Telnet
Telnet

(] SNMP
SNMP

#5. In ethical hacking, what is the purpose of a Man-in-the-Middle (MitM) attack?

(] To intercept and alter...

To intercept and alter...

[] To steal sensitive information

To steal sensitive information

[] To exploit software vulnerabilities
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To exploit software vulnerabilities
[] To establish a secure connection
To establish a secure connection

[] To gather information

To gather information
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#6. What is the main purpose of a Intrusion Detection System (IDS) in network
security?

] To monitor network traffic...

To monitor network traffic...

[] To host websites anonymously

To host websites anonymously
] To conduct DDoS attacks
To conduct DDoS attacks
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[] To gather information

To gather information

[] To bypass firewalls

To bypass firewalls

#7. Which type of encryption uses a single key for both encryption and decryption?

[ ] Symmetric encryption
Symmetric encryption

[] Asymmetric encryption
Asymmetric encryption

[] Public key encryption
Public key encryption

[] Hashing

Hashing

[] Digital signatures
Digital signatures

#8. What is the main goal of a social engineering attack in ethical hacking?

(] To manipulate individuals...

To manipulate individuals...

[] To steal sensitive information

To steal sensitive information

[] To exploit software vulnerabilities
To exploit software vulnerabilities

[] To establish a secure connection
To establish a secure connection

(] To gather information

To gather information
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#9. What is the purpose of a honeynet in network security?

[] To lure and monitor potential...

To lure and monitor potential...

[] To store sensitive data securely

To store sensitive data securely

[] To provide training for ethical...

To provide training for ethical...

[] To block network traffic

To block network traffic

[ ] To generate strong encryption keys
To generate strong encryption keys
#10. What is the primary objective of a Red Team in ethical hacking?

[J To simulate real-world...

To simulate real-world...

[] To document system configurations
To document system configurations

[] To develop new software applications
To develop new software applications
[] To perform penetration tests

To perform penetration tests

[] To create secure passwords

To create secure passwords
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Tribology and Surface Mechanics MCQs

Friction MCQs: Concepts and Analysis

Design of Jigs and Fixtures MCQs

Design of Gauges and Inspection Features MCQs
INTRODUCTION TO BIG DATA MCQs

BIG DATA TECHNOLOGIES MCQs

Management MCQs

Marketing MCqs

Pitfalls in MIS Development MCQs

. What is the purpose of a firewall in network security?

] To monitor and filter...

Tom

onitor and filter...

[ ] To physically secure servers

To physically secure servers

[] To encrypt data in transit

To encrypt data in transit

[] To store sensitive information

To st

ore sensitive information

[] To generate encryption keys

To generate encryption keys

#12

. Which of the following is an example of social engineering attack?

(] Phishing
Phishing

(1D

DoS attack

DDoS attack
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[J SQL injection

SQL injection

[J Cross-site scripting
Cross-site scripting

(] Firewall configuration
Firewall configuration

#13. What is the difference between a vulnerability and an exploit in ethical
hacking?

(] A vulnerability is a...

A vulnerability is a...

(] An exploit is a type of...
An exploit is a type of...

(] A vulnerability is an...

A vulnerability is an...

[J An exploit is a security...
An exploit is a security...

[ A vulnerability leads to...
A vulnerability leads to...
#14. What is the purpose of a virtual private network (VPN) in ethical hacking?

[] To establish a secure...

To establish a secure...

[ ] To host websites anonymously
To host websites anonymously

[] To conduct DDoS attacks

To conduct DDoS attacks

[] To gather information
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To gather information

[] To bypass firewalls

To bypass firewalls

#15. In ethical hacking, what is the term "payload" typically associated with?

[J Malicious code
Malicious code

[] Secure encryption
Secure encryption

[] Network configuration
Network configuration

[] Server hardware
Server hardware

[] Data backup strategies
Data backup strategies
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#16. What is the main goal of a DDoS (Distributed Denial of Service) attack?

[] To overwhelm a target...

To overwhelm a target...

(] To steal sensitive information

To steal sensitive information

[ ] To exploit software vulnerabilities
To exploit software vulnerabilities

[] To establish a secure...

To establish a secure...

[] To gather information

To gather information

#17. What is a common method of protecting sensitive information during
transmission over a network?

(] Encryption

Encryption

[] Social engineering
Social engineering

[] SQL injection

SQL injection

[ ] Firewall configuration
Firewall configuration

[] Biometric authentication
Biometric authentication
#18. What does the term "phreaking" refer to in the context of hacking?

(] Manipulating and exploiting...
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Manipulating and exploiting...

[] Hacking telephone systems
Hacking telephone systems

[] Gaining unauthorized access...
Gaining unauthorized access...

(] Exploiting software vulnerabilities
Exploiting software vulnerabilities

[] Cracking passwords

Cracking passwords

#19. What is the purpose of a DNS (Domain Name System) in network
communication?

[] Resolving human-readable...
Resolving human-readable...

[] Encrypting data in transit
Encrypting data in transit

[J Blocking malicious websites
Blocking malicious websites

[J Conducting vulnerability scans
Conducting vulnerability scans

[] Storing sensitive information
Storing sensitive information

#20. What is the primary goal of conducting a security assessment in ethical
hacking?

[] To evaluate the security...
To evaluate the security...
[] To launch cyberattacks
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To launch cyberattacks

[] To identify vulnerabilities...

To identify vulnerabilities...

[] To develop new software applications

To develop new software applications

[] To perform penetration tests

To perform penetration tests
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Columns and Struts MCQs

Torsion of Shafts MCQs

Review of Fluid Properties MCQs

Bituminous & Cement Concrete Payments MCQS
Transportation Engineering MCQs

Airport Planning and Geometrical Elements MCQs
Site Organization & Systems Approach to Planning MCQs
Construction Estimation MCQs

Rate Analysis MCQs

Natural Phenomena MCQS

Marine Structures MCQs

Docks and Locks MCQS

Remote Sensing MCQs

Remote Sensing Platforms and Sensors MCQS
Geographic Information System MCQS
Alternative Energy Sources MCQs

Electric Energy Conservation MCQs
Entrepreneurship MCQs

Formwork and Temporary structures MCQs
Masonry and walls MCQS

Floor and Roof Construction MCQs

Rolling loads and Influence Lines MCQS

Railway Track Construction MCQs
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Structural geology MCQs

Geology, Remote Sensing, and GIS MCQs
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Water Resources MCQs
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164. Shallow Foundation MCQs

165. Pile foundations MCqs

166. Foundations on problematic soil & Introduction to Geosynthetics MCQs
167. Foundations and Bearings MCQs

168. Engineering Seismology MCQS

169. Response Spectrum MCQs

170. Knowledge Representation and Probabilistic Reasoning MCQS
171. Game playing techniques MCQs

172. Introduction to learning ,ANN MCQs

173. Paradigm Shift in Water Management MCQS

174. Sustainable Water Resources Management MCQs

175. Integrated Water Resources Management (IWRM) Approach MCQs
176. Fuel MCQs

177. Supercharging & Turbo charging MCQs

178. Fundamental Aspects of Vibrations MCQs

179. REVIEW OF TRANSDUCERS AND SENSORS MCQs

180. MICROPROCESSOR ARCHITECTURE MCQs

181. Electrical and Hydraulic Actuators MCQs

182. Brakes MCQs

183. Introduction Automobile Fuels MCQs

184. Liquid alternative fuels MCQs

185. Job Contribution Evaluation MCQs

186. Human factor engineering MCQs

187. Display systems and anthropometric datA MCQs

188. Finite Element Method MCQs

189. Element Types and Characteristics MCQs

190. Psychometric MCQs
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191. Air conditioning MCQS

192. Tribology and Surface Mechanics MCQs

193. Friction MCQs: Concepts and Analysis

194. Design of Jigs and Fixtures MCQs

195. Design of Gauges and Inspection Features MCQs
196. INTRODUCTION TO BIG DATA MCQs

197. BIG DATA TECHNOLOGIES MCQs

198. Management MCQs

199. Marketing MCqgs

200. Pitfalls in MIS Development MCQs
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