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Client Certificates

Secure and authenticate your APIs and web applications with client certificates.

How to generate client certificate in Cloudflare

Block traffic from devices that do not have a valid client SSL/TLS certificate with mTLS rules. Create Certificate

Hosts

Create mTLS Rule

Choose which host(s) you wish to enable mTLS
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Create client certificate

How to generate client certificate in Cloudflare
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How to generate client certificate in Cloudflare

SSL/TLS

Client Certificates

Client Certificate and Key Generation

Save the certificate and private key below to your client, To save, Click to copy and paste the contents into different files on your client, e.g.
example.com.pem and example.com.key

Key Format

PEM v

Certificate

Click to copy

Private Key

Click to copy

Usage Instructions

For installation and usage instructions, visit our developer documentation on using client certificates with APl Shield
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1. How to create a subdomain in Cloudflare
2. How to generate origin certificates in Cloudflare
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