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1. What does IoT stand for?

a) Internet of Telecommunications
b) Internet of Things

) Internet of Thoughts

d) Internet of Tomorrow

Answer: b) Internet of Things

Explanation: loT stands for Internet of Things, which refers to a network of interconnected
devices and objects that can communicate and exchange data with each other over the
internet.

2. Which of the following is a characteristic of l0T?

a) Limited connectivity
b) Static data generation
¢) Autonomous operation
d) Centralized control

Answer: ¢) Autonomous operation

Explanation: One of the characteristics of IoT is autonomous operation, where devices can
operate and make decisions independently without human intervention.

3. What is the primary difference between loT and M2M communications?

a) loT involves human-machine interactions, while M2M is only machine-machine.
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b) M2M is a subset of IoT.
c) loT requires internet connectivity, whereas M2M does not.
d) There is no difference; they are interchangeable terms.

Answer: b) M2M is a subset of loT.

Explanation: M2M (Machine-to-Machine) communications involve direct communication
between devices, whereas IoT encompasses a broader range of technologies and includes
interactions between devices and humans.

4. Which component of the loT ecosystem acts as a bridge between loT devices and the
internet?

a) loT Node

b) loT Gateway
c) loT Proxy

d) loT LAN

Answer: b) loT Gateway

Explanation: An loT Gateway facilitates communication between 10T devices and the internet,
enabling data transmission and access to cloud services.

5. What does WoT stand for in the context of [0T?

a) World of Technology
b) Web of Things
c) Wireless of Things
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d) Wizardry of Things

Answer: b) Web of Things

Explanation: WoT refers to the concept of extending the principles of the World Wide Web to
loT devices, enabling seamless integration and interaction between web services and
physical objects.

6. Which of the following is not a characteristic of l0T?

a) Scalability

b) Real-time data processing
c¢) Centralized decision-making
d) Interoperability

Answer: c) Centralized decision-making

Explanation: |oT typically involves distributed decision-making processes rather than
centralized control, allowing for greater flexibility and responsiveness in dynamic
environments.

7. What is the fundamental difference between loT LAN and loT WAN?

a) loT LAN covers larger geographical areas than loT WAN.

b) 1oT LAN uses wired connections, while loT WAN uses wireless connections.

) loT LAN is more secure than loT WAN.

d) loT LAN is limited to local networks, while IoT WAN covers wider geographical areas,
including the internet.
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Answer: d) lIoT LAN is limited to local networks, while loT WAN covers wider geographical
areas, including the internet.

Explanation: loT LAN (Local Area Network) refers to the network within a limited geographical
area, while loT WAN (Wide Area Network) extends over larger distances, potentially spanning
across cities or even globally.

8. What is an loT Node?

a) A physical device connected to the internet
b) A central server managing loT devices

) A protocol used for IoT communications

d) A software application for 10T data analysis

Answer: a) A physical device connected to the internet

Explanation: An loT Node refers to a physical device or sensor that is connected to the
internet and capable of sending and receiving data as part of an loT network.

9. Which component of loT architecture facilitates communication between devices using
different protocols?

a) loT Node

b) loT Gateway
c) loT Proxy

d) loT LAN

Answer: ¢) loT Proxy
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Explanation: An IoT Proxy acts as an intermediary that enables communication between
devices using different protocols by translating or mediating the data exchange.

10. What is an essential characteristic of modern-day loT applications?

a) Limited device connectivity
b) Static data analysis

¢) Cloud-based services

d) Manual data transmission

Answer: c¢) Cloud-based services

Explanation: Modern loT applications often utilize cloud-based services for data storage,
processing, and analysis, enabling scalability, accessibility, and real-time insights.

11. Which of the following is not a typical 10T enabler?
a) Low-power wireless networks

b) Edge computing

¢) Manual data entry

d) RFID technology

Answer: ¢) Manual data entry

Explanation: loT enablers are technologies or capabilities that facilitate the deployment and
operation of 10T systems, such as low-power wireless networks, edge computing, and RFID
technology. Manual data entry is not typically associated with loT systems.
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12. What is the primary purpose of an loT reference architecture?

a) To standardize IoT device design

b) To provide a blueprint for loT system development
c) To regulate loT data privacy

d) To enforce loT security protocols

Answer: b) To provide a blueprint for IoT system development

Explanation: An IoT reference architecture defines the structure, components, and
interactions within an loT system, serving as a guideline or blueprint for the development of
scalable and interoperable 10T solutions.

13. Which component of 10T architecture is responsible for data collection and sensor
management?

a) loT Node

b) loT Gateway
c) loT Proxy

d) loT LAN

Answer: a) loT Node

Explanation: loT Nodes are the physical devices or sensors responsible for collecting data
from the environment and managing sensor inputs within an loT system.

14. In the context of loT, what does M2M communication primarily involve?
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a) Human-machine interactions

b) Machine-to-machine interactions
¢) Machine-to-cloud interactions

d) Cloud-to-cloud interactions

Answer: b) Machine-to-machine interactions

Explanation: M2M (Machine-to-Machine) communication involves direct communication
between devices or machines without human intervention, which is a fundamental aspect of
loT systems.

15. What is the purpose of an loT Gateway in a network?

a) To manage human-device interactions

b) To facilitate communication between loT devices and the internet
c) To process data using cloud services

d) To provide physical security for loT devices

Answer: b) To facilitate communication between loT devices and the internet

Explanation: An loT Gateway acts as a bridge between IoT devices and the internet, enabling
communication, data transmission, and access to cloud services.

16. Which of the following is an example of an 1oT LAN technology?

a) Bluetooth
b) LTE
c) WiMAX
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d) Satellite

Answer: a) Bluetooth

Explanation: Bluetooth is a wireless technology commonly used for short-range
communication within 10T LANs, suitable for connecting devices in close proximity.

17. Which component of loT architecture is responsible for aggregating and preprocessing
data before transmitting it to the cloud?

a) loT Node

b) loT Gateway
c) loT Proxy

d) loT LAN

Answer: b) loT Gateway

Explanation: An IoT Gateway is responsible for aggregating, preprocessing, and transmitting
data from loT devices to the cloud or other network resources, facilitating efficient data
management and analysis.

18. What distinguishes IoT from traditional M2M communications?

a) loT involves human-device interactions, while M2M is purely machine-to-machine.

b) 10T requires internet connectivity, whereas M2M does not.

c) loT is a broader concept that encompasses various technologies and applications beyond
M2M.

d) There is no significant difference between IoT and M2M.
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Answer: ¢) loT is a broader concept that encompasses various technologies and applications
beyond M2M.

Explanation: While M2M communications involve direct interactions between machines, loT
encompasses a broader range of technologies and applications, including human-device
interactions, internet connectivity, and integration with cloud services.

19. Which of the following is a key characteristic of IoT network configurations?

a) Centralized control

b) Limited scalability

¢) Homogeneous devices
d) Distributed architecture

Answer: d) Distributed architecture

Explanation: loT network configurations typically involve distributed architectures, where
devices are interconnected across various locations, enabling decentralized decision-making
and scalability.

20. What role does edge computing play in loT ecosystems?

a) Centralized data storage
b) Real-time data processing
¢) Long-range communication
d) Data encryption

Answer: b) Real-time data processing
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Explanation: Edge computing involves processing data near the source of generation,
enabling real-time analytics, reduced latency, and efficient use of network bandwidth in loT

ecosystems.
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