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Networking Media

Networking media refers to the physical means through which data is transmitted in a

computer network.

There are several types of networking media commonly used, including:

1. Coaxial Cable:

Coaxial cable consists of a central conductor surrounded by an insulating layer, a metallic

shield, and an outer insulating layer. It is commonly used for cable television (CATV) and

broadband Internet connections. Coaxial cable provides good transmission quality and

resistance to external interference.
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Advantages of Coaxial Cable:

1. Bandwidth: Coaxial cable provides a high bandwidth, which allows for the transmission
of large amounts of data. It can support multiple channels simultaneously, making it
suitable for applications such as cable television and broadband Internet.

2. Signal Quality: Coaxial cable offers excellent signal quality, with minimal signal loss
and interference. The design of the cable, including the metallic shield surrounding the
central conductor, helps protect the signal from external electromagnetic interference
(EMI) and noise.

3. Long Distance Transmission: Coaxial cable is capable of transmitting signals over long
distances without significant loss of quality. It is commonly used for applications that
require long-distance communication, such as cable TV distribution networks.

4. Durability: Coaxial cable is robust and durable, making it suitable for various
environments. It can withstand physical stress, temperature variations, and moisture
to a certain extent, ensuring reliable performance.

5. Cost-effective: Coaxial cable is relatively inexpensive compared to other high-
bandwidth transmission media such as fiber optic cable. It provides a good balance
between performance and cost, making it a cost-effective choice for many
applications.

Limitations of Coaxial Cable:

1. Limited Bandwidth compared to Fiber Optic Cable: While coaxial cable offers a high
bandwidth, it is still lower than what can be achieved with fiber optic cable. Fiber optic
cable provides even higher data transmission rates, making it preferable for
applications that require extremely high bandwidth.

2. Bulkiness: Coaxial cable is thicker and bulkier compared to other networking media
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such as twisted pair cables. This can make installation and handling more challenging,
particularly in tight spaces or when multiple cables need to be routed together.

3. Limited Flexibility: Due to its thickness and stiffness, coaxial cable has limited
flexibility compared to other cable types. It may be less suitable for applications that
require tight bends or frequent cable movement.

4. Limited Future-proofing: With the ever-increasing demand for higher bandwidth,
coaxial cable may have limitations in terms of scalability and future-proofing. It may
require upgrades or replacement in the future to keep up with the growing data
transmission requirements.

2. Unshielded Twisted Pair (UTP) Cable:

UTP cable is the most commonly used networking media for Ethernet networks. It consists of
pairs of twisted copper wires, with each pair individually insulated and all pairs bundled
together in a single cable. UTP cable is cost-effective and provides decent performance for
short to medium distance network connections.

Advantages of Unshielded Twisted Pair (UTP) Cable:

1. Cost-effective: UTP cable is one of the most cost-effective networking media available.
It is less expensive compared to shielded twisted pair (STP) cable and fiber optic cable,
making it a popular choice for many network installations.

2. Easy Installation: UTP cable is lightweight, flexible, and easy to handle. It is relatively
simple to install and terminate, making it convenient for both professional installers
and do-it-yourself network setups.

3. Availability: UTP cable is widely available and comes in different categories, such as
Cat5e, Cat6, and Cat6a, which offer varying performance levels. Its widespread
availability makes it easy to find and procure for network installations.

EasyExamNotes.com Networking Media



EasyExamNotes.com

Networking Media

4. Compatibility: UTP cable is compatible with various networking technologies and
standards, including Ethernet. It can support data rates up to 10 Gigabits per second
(Gbps) in the higher categories, allowing for high-speed data transmission.

5. Flexibility: UTP cable can be used in various network topologies, including point-to-
point connections and structured cabling systems. It is suitable for both small-scale
and large-scale network deployments.

Limitations of Unshielded Twisted Pair (UTP) Cable:

1. Limited Distance: UTP cable has a distance limitation compared to fiber optic cable. As
the distance increases, the signal quality and data transmission rates may degrade.
The maximum distance depends on the category of UTP cable used and the data rate
required.

2. Susceptibility to Interference: UTP cable is more susceptible to electromagnetic
interference (EMI) and radio frequency interference (RFl) compared to shielded cables.
It is vulnerable to external sources of interference, such as electrical equipment and
nearby cables. This can impact the quality of the transmitted signals and introduce
noise.

3. Limited Bandwidth: While UTP cable can support high-speed data transmission, its
bandwidth is lower compared to fiber optic cable. Fiber optic cable offers higher
bandwidth and is more suitable for applications that require extremely high data rates
or long-distance transmissions.

4. Security: UTP cable does not provide inherent security features. It can be more
susceptible to eavesdropping or unauthorized access compared to fiber optic cable,
which is more difficult to tap or intercept.
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3. Shielded Twisted Pair (STP) Cable:

STP cable is similar to UTP cable but includes an additional metallic shield around each pair of
twisted wires. The shielding provides better protection against electromagnetic interference
(EMI) and is commonly used in environments with high interference, such as industrial
settings.

Advantages of Shielded Twisted Pair (STP) Cable:

1. Enhanced Protection from Interference: STP cable provides better protection against
electromagnetic interference (EMI) and radio frequency interference (RFI) compared to
unshielded twisted pair (UTP) cable. The metallic shielding surrounding the twisted
pairs helps to minimize the impact of external interference, ensuring better signal
quality and reliability.

2. Longer Transmission Distances: STP cable can support longer transmission distances
compared to UTP cable. The shielding helps to reduce signal degradation due to
attenuation over longer cable runs, allowing for more reliable communication over
extended distances.

3. Improved Signal Quality: The shielding in STP cable helps to reduce crosstalk between
adjacent pairs, resulting in better signal quality and reduced data errors. This makes
STP cable more suitable for applications that require high data integrity and
transmission accuracy.

4. Higher Bandwidth: STP cable is capable of supporting higher bandwidths compared to
UTP cable. It can handle higher data rates, making it suitable for applications that
require greater network performance, such as multimedia streaming or high-speed
data transfer.

5. Resistance to External Interference: STP cable’s shielding also provides resistance to
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external electrical noise and interference sources, such as power lines or other nearby
cables. This ensures a more stable and reliable network connection in environments
with high levels of interference.

Limitations of Shielded Twisted Pair (STP) Cable:

1. Cost and Complexity: STP cable is generally more expensive than UTP cable due to the
additional shielding. It can also be more complex to install and terminate, requiring
proper grounding and careful handling of the shielding to maintain its effectiveness.

2. Bulkiness and Rigidity: The additional shielding in STP cable makes it bulkier and less
flexible compared to UTP cable. This can make installation and cable management
more challenging, especially in situations where flexibility or tight bends are required.

3. Potential Grounding Issues: To maintain the effectiveness of the shielding, STP cable
requires proper grounding to prevent the accumulation of electrical charges. Improper
grounding can lead to interference or other performance issues.

4. Compatibility: STP cable may have compatibility issues with certain networking
equipment. Some network devices or connectors may be specifically designed for use
with UTP cable, which can limit the options for using STP cable in certain installations.

4. Fiber Optic Cable:

Fiber optic cable uses thin strands of glass or plastic to transmit data as pulses of light. It
offers extremely high bandwidth and is immune to electromagnetic interference. Fiber optic
cable is commonly used for long-distance and high-speed data transmission, such as in
telecommunications networks and high-performance data centers.
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Advantages of Fiber Optic Cable:

1. High Bandwidth: Fiber optic cable provides extremely high bandwidth capabilities,
allowing for the transmission of large amounts of data at high speeds. It offers
significantly higher data rates compared to traditional copper-based cables, making it
ideal for applications that require high-speed and high-capacity data transmission.

2. Long Transmission Distances: Fiber optic cable can transmit data over long distances
without significant signal degradation. It has low attenuation, which means the signal
can travel longer distances without the need for signal boosters or repeaters. This
makes fiber optic cable suitable for long-haul telecommunications networks and high-
speed data connections between distant locations.

3. Immunity to Electromagnetic Interference: Unlike copper-based cables, fiber optic
cables are immune to electromagnetic interference (EMI) and radio frequency
interference (RFI). They do not pick up electrical noise or signal degradation from
nearby sources, making them highly reliable and stable for data transmission.

4. Security: Fiber optic cables offer a higher level of security compared to other types of
cables. They are more difficult to tap or intercept, as they do not emit electromagnetic
signals that can be easily intercepted. This makes fiber optic cable a preferred choice
for transmitting sensitive data, such as in government or financial networks.

5. Light Weight and Size: Fiber optic cables are thinner, lighter, and more flexible
compared to copper cables. This makes them easier to handle, install, and route in
various environments, including tight spaces or areas with limited cable management
options.

Limitations of Fiber Optic Cable:;

1. Cost: Fiber optic cable is generally more expensive than copper-based cables, both in
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terms of the cable itself and the associated networking equipment. The initial
investment in fiber optic infrastructure can be higher, especially for large-scale
network deployments.

2. Installation and Maintenance: Fiber optic cable requires specialized skills and tools for
installation and termination. The connectors and splicing techniques used in fiber optic
installations require precision and expertise. Additionally, maintenance and repair of
fiber optic networks may require specialized personnel.

3. Fragqility: Although fiber optic cables are more durable than copper cables, they can
still be fragile compared to other networking media. They can be susceptible to
damage from excessive bending, crushing, or stretching. Care must be taken during
installation and handling to avoid compromising the fiber’s integrity.

4. Limited Flexibility for Existing Infrastructure: Retrofitting existing network
infrastructure with fiber optic cables can be challenging, particularly in buildings or
areas with established copper-based infrastructure. It may require significant
modifications or the installation of new conduits to accommodate fiber optic cables.

5. Wireless Media:

Wireless media refers to the use of radio waves or infrared signals to transmit data without
the need for physical cables. Wireless networks utilize devices such as Wi-Fi routers, wireless
access points, and wireless adapters in devices like laptops and smartphones. Wireless
networks provide flexibility and mobility but may have limitations in terms of range and
potential interference.

Advantages of Wireless Media:

1. Mobility: Wireless media allows for mobile and flexible network connectivity. Users can
access networks and devices from anywhere within the coverage area without being
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tethered to a specific location. This enables freedom of movement and facilitates
portable device usage.

2. Easy Deployment: Wireless networks can be deployed quickly and easily, especially in
situations where laying physical cables is impractical or costly. This makes wireless
media an ideal solution for temporary setups, remote locations, or areas where
infrastructure is limited.

3. Scalability: Wireless networks can be easily expanded or modified to accommodate
changes in network size or layout. Additional devices or users can be added without
the need for extensive rewiring or infrastructure changes, providing scalability and
flexibility.

4. Convenience: Wireless media eliminates the need for physical cable connections,
simplifying the setup and reducing cable clutter. It allows for easy connectivity of
devices such as laptops, smartphones, and loT devices without the hassle of wired
connections.

5. Cost Savings: Wireless media can offer cost savings in terms of reduced cabling and
infrastructure costs. It eliminates the need for extensive cable installations, conduits,
and associated equipment, resulting in potential cost savings, particularly for large-
scale deployments.

Limitations of Wireless Media:

1. Interference: Wireless networks are susceptible to interference from other wireless
devices operating in the same frequency range or from physical obstructions such as
walls or objects. Interference can impact signal quality, throughput, and range, leading
to degraded performance.

2. Limited Range: Wireless networks have limited coverage areas or ranges, depending
on the technology used. The signal strength decreases as the distance from the access
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point or wireless router increases, potentially leading to weaker connections or signal
dropouts in larger areas.

Security Risks: Wireless networks can be more vulnerable to unauthorized access or
security breaches compared to wired networks. Wireless signals can be intercepted or
accessed by unauthorized users if proper security measures such as encryption and
authentication are not in place.

. Speed and Bandwidth: Although wireless technologies have improved significantly,

they still generally offer lower data transfer speeds and bandwidth compared to wired
connections. The available bandwidth is shared among connected devices, which can
result in reduced performance during peak usage times or in densely populated areas.
Reliability: Wireless media can be affected by environmental factors such as weather
conditions, electromagnetic interference, or signal blockages. These factors can
impact signal strength and reliability, leading to intermittent connectivity or network
disruptions.
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