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What are the features of intrusion detection system ?

Features of an intrusion detection system are :

Monitoring and Analysis:

* IDS keeps an eye on what users and the system are doing.
* |t analyzes activities to spot anything suspicious or unusual.

Auditing System Files:

* |t checks and keeps a record of important system files and settings.
* This helps in making sure everything is as it should be.

Assessing File Integrity:

« IDS looks at the integrity of system and data files.
e |t ensures that files haven’t been tampered with or corrupted.

Analyzing Attack Patterns:

e |t studies known attack patterns.
« |f it sees something resembling a known attack, it raises a flag.

Detecting Configuration Errors:

« |t finds and alerts about mistakes in how the system is set up.
* This helps in fixing potential vulnerabilities.

Warning of System Danger:
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« If the system is at risk or under attack, IDS sends a warning.
e |t acts like a security guard, alerting when there’s trouble.
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. Discuss X.509 certificates in detail. What is the role 0ofX.509 certificates in
cryptography ?

. Discuss X.509 digital certificate format.

. What do you mean by PGP ? Discuss its application.

Discuss the steps that are followed for the transmission and reception of PGP

messages.

Explain real world protocols.

List the basic terminology used in cryptography.

Discuss the functionality of S/MIME.

What is email security ?

What is an email certificate ?

What is Transport Layer Security (TLS) ?

What are the components of TLS ? Explain the working of TLS.

Explain internet protocol security (IPSec) in detail.

Write a short note on the applications of IP security.

What are the advantages of IPSec ?

What are the uses of IP security ?

Discuss components of IP Security.

Explain the working of IP Security.

Describe briefly Domain Name Server (DNS).

How DNS security works ?

Explain the DNS security threats.

Discuss measures against DNS attacks.

Explain SSL encryption. What are the steps involved inSSL server authentication ?

What is DES ? Why were double and triple DES created and what are they ?

Write short note on secret key cryptography. Also list its advantages, disadvantages
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133. What are the security and operational requirements forkey management protocol ?
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